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	National Quality Standard Education and Care Services National Law and National Regulations
	Associated department policy, procedure or guideline
	Reference document(s) and/or advice from a recognised authority

	NQS – 2.2.1 (Supervision), 2.2.3 (Child safety and protection) and 7.1.2 (Management systems)
Law sections – 162A, 165, 167
Regulations – 84, 98, 115, 175, 176
	Policies and procedures:
· Code of ethics and conduct, Professional and ethical standards and Guidelines for the management of conduct and performance
· Child protection - responding to and reporting students at risk of harm and Child protection - responding to and reporting students at risk of harm procedures 
· Responding to allegations against employees in the area of child protection
· Cyber security and Cyber security procedures
· Digital devices and online services for students and Digital devices and online services for students procedures
· Digital devices, services and information – staff use and Digital devices, services and information – staff use procedures
Legal bulletins:
· CCTV - use of closed circuit cameras (bulletin 41, LIB41)
· Photographs and recordings (bulletin PB05)
Guidelines:
· Leading and operating public preschool guidelines
	NSW DoE:
· Child Protection
· Implementing the Child Safe Standards – A guide for early childhood education and outside school hours care services [PDF 3.7 MB]
· Storing and accessing personal information 

· Cyber safety
ACECQA:
· Policy and procedure guidelines – Safe use of digital technologies and online environments
· Guidelines for the NMC -  Taking images or videos of children while providing early childhood education and care   
· NQF Child Safety Guides
eSafety commissioner:
· Checklist for early learning services
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Procedure contents
· Terms and definitions used throughout this procedure.
· Practices:
1. Personal electronic devices   
2. Essential purposes to carry or use a personal electronic device
3. Parent/carer authorisation to take and use, share, save and store images and/or videos
4. Take and use, share, store and publish mages and/or videos of children
5. Storage and destruction of images and/or videos of children 
6. Management and use of school-issued devices and cybersecurity 
7. Identifying and responding to children experiencing or at risk of abuse or maltreatment through digital technologies and online environments
8. Optical surveillance devices (for example, CCTV) 
9. Supervision, risk planning and children’s use of digital devices and online services
10. Communication, induction, and professional learning  
11. Monitoring and review of this procedure
12. Communicating and sharing information with families
· Appendix A – Authorisation to carry and use a personal electronic device in the preschool for an essential purpose
· Appendix B – Consent to take, use, store and publish photos and/or videos of your child 
· Appendix C – Sample communications – Safe use of digital technologies procedure 
· Appendix D – Staff verification (for preschool teacher/s, SLSO/s and AEOs)
· Appendix E – Preschool procedure summary – Safe use of digital technologies and online environments  
· Appendix F – Record of procedure’s review
Terms and definitions used throughout this procedure
	Term
	Definition or examples

	electronic device or digital device
	mobile phone or smartwatch capable of taking images or videos, GoPro camera, digital camera, video camera, tablet, laptop, iPad etc.

	personal electronic device or personal digital device
	a device owned by an individual (not owned by the department, school or preschool)

	device capable of storing or transferring digital files
	USB flash drive or thumb drive, SD card, hard disc drive, solid state drive, CD, DVD, floppy disk, magnetic hard disk etc.

	school-issued device or school device
	an electronic or digital device owned and managed by the school (or preschool), for example, computer, tablet, mobile phone

	staff  
	employees of the NSW Department of Education 

	preschool staff
	as above, but referring to the regular, ongoing preschool teacher/s, SLSO/s and AEO 

	relieving staff
	school staff who have a role in the preschool covering a preschool staff member’s break and/or release

	carry
	The procedure notes a person ‘must not carry’ a device. This refers to a person having a device on their person, for example, the person has a device in their pocket, in their hand or in a bag they are carrying.





Practices 
Children’s safety and wellbeing are paramount at our preschool, including the safe use of digital technologies and online environments. All school staff, families, volunteers and visitors to our preschool will follow the practices recorded in this procedure, as relevant to them, to ensure every reasonable precaution is taken to protect children from harm and hazard when using digital technologies and online environments. 
A summary of this procedure can be found in Appendix E.
	1. Personal electronic devices   
	Requirement that a personal electronic device not be carried or used
· Department employees (including casuals and relieving staff) delivering education and care in our preschool will not carry a personal electronic device capable of taking images and/or videos or a personal device capable of storing or transferring digital files.
· Volunteers and non-department employees (for example, a parent volunteer or allied health professional providing therapy or health screening) visiting the preschool to work directly with a child/ren will not carry a personal electronic device capable of taking images and/or videos or a personal device capable of storing or transferring digital files. 
· If it is necessary for staff situated in the outdoor play area to be in telephone communication with staff inside the preschool or school office, a school-issued mobile phone will be used rather than a personal device. 
Exceptions to this requirement
· Preschool staff are permitted to use a personal device if they are not working directly with children and are in an area not accessible to children, for example, during a lunch break in the preschool kitchen or office.
· Situations and scenarios in which an individual can retrieve and use their personal electronic device for communication purposes are:
· the preschool temporarily has no means of communication, for example, the school phone system is inoperable 
· there is a local emergency event occurring 
· there is an emergency, serious incident, lockdown or evacuation of the preschool premises. 
· If the risk assessment conducted for an excursion, regular outing or transportation identifies a necessity for staff member/s to carry their personal mobile phone/s (complying with regulation 98), the principal can authorise staff to do so for communication purposes only. Details and the principal’s authorisation will be noted in the relevant risk assessment.
· Department employees visiting the preschool who are not providing education and care (for example, the principal or other school leader, the Director, Educational Leadership (DEL) or an officer from the regulatory authority or Early Learning) can carry a personal device in the preschool but not take use it to take images and/or videos.  
· Preschool families or other visitors not involved in delivering education and care to children, may carry a personal device capable of taking images and/or videos, for example, preschool families delivering or collecting their child or attending an event or tradespeople working within the premises. 
· Individuals in the preschool not providing education and care and so able to carry a personal device (as described in the two dot points above), who are within, or passing through, areas the preschool children are will remain within sight of a preschool staff member.
· Restrictions around parental authorisation and the use, storage and destruction of images and/or videos do not apply if they do not include identifiable child/ren, for example, a photo of the environment or a wall display.
· Staff are to place their personal devices in the basket kept in the storage cupboard next to the fridges.
· Visitor sign in book has an induction checklist on its cover. Visitors are inducted by staff and there are reminder posters placed in entrance of the preschool.

	2. Essential purposes to carry or use a personal electronic device
	Definition of an essential purpose
Essential purposes for which an individual can carry and use a personal electronic device while providing education and care include: 
· personal health requirement, for example, heart or blood sugar level monitoring
· disability, for example, where a personal electronic device is an essential means of communication 
· family necessity, for example, a worker with an ill or dying family member 
(source – Providing a child safe environment) 
Principal’s written authorisation 
· Approval for an individual (including school staff, allied health professionals, tertiary students and volunteers) providing education and care in the preschool to carry and/or use a personal electronic device for an essential purpose will be authorised by the principal (or their delegate) in writing using the form attached to this procedure as Appendix A. 
· In the circumstance an individual requires authorisation due to an ongoing personal health requirement or disability, the authorisation provided in the form will be monitored and reviewed at least annually.
· Following authorisation, the principal is asked to notify Early Learning and the preschool team that their colleague has been authorised to carry and use their own personal digital device while providing education and care.
· An individual approved to carry a personal electronic device for an essential purpose will not use it to take images and/or videos while they are providing education and care.  
· Individuals are to seek authorisation directly from the school principal.
· Allied health professionals working regularly in the preschool are to seek authorisation directly from the school principal.

	3. Parent/carer authorisation to take and use, share, store and publish images and/or videos
	Collecting parent/carer authorisation
· Written authorisation will be collected from each parent/carer to take and use, share, store and publish their child’s image and/or video (see form in Appendix B).
· This form asks parents/carers for consent for 4 different things:
· take and use – referring to taking the child’s photo or recording them in a video and then using these images within preschool program and assessment documentation (seen only by staff)
· share – referring to sharing the child’s images within the premises and with other families to share information about preschool activities and group learning, for example, preschool wall displays, preschool entrance, online communications  
· store - referring to saving the images on a secure platform and then deleting them at the end of the school year
· publish – referring to the same ‘permission to publish’ collected in the preschool enrolment application (confirming or superseding the parent’s response in the application form). 
· A parent/carer can withdraw their authorisation at any time by emailing the school or speaking to their child’s teacher. 
· Completed forms will be stored with the relevant child’s enrolment form.
· Within the preschool premises for the information of all staff, a register will be maintained summarising which children have authorisations to have their image and/or video taken and used, shared, stored or published. 
Children’s consent
· Staff will discuss with children the concept of ‘consent’, noting they have the right to say ‘no’ to having their image captured, even if parent/carer authorisation has been given. This will be done in an age-appropriate way and include discussion of how images and/or videos taken by staff will be used, for example, shared with their family or used in a wall display.
· Staff will initially ask each child if they consent to their image being captured, and then regularly confirm if they still do or don’t consent to their image being taken in the preschool.  
· Before whole school events or excursions, staff will confirm with the group which children do not want to be included in group photos.
· Consent to be photographed is part of departmental enrolment procedures.
· This authorisation register is maintained by the preschool SAO.
· The authorisation list is available to all preschool staff; hardcopy on inside of first aid cupboard door, alternatively in our Teams drive.
· To ensure children can self-select exclusion from photos, staff ask children for consent prior to capturing images.

	4. Taking and using images and/or videos of children
	School-issued devices only
· Only school owned and managed electronic devices will be used to take images and/or videos of children while they are in the care of the preschool (this includes during visits into the wider-school site, during special events, during transportation provided by the preschool and on regular outings and excursions).
Images taken by non-regular preschool staff
· If a casual or whole-school staff member takes a photo or video of a preschool child (including during a whole school event), the same restrictions apply as for preschool staff taking images. This means a school device must be used and the images will be subject to the same use, storage and destruction controls described in this procedure.
Images taken by non-department employees  
· Allied health professionals and tertiary students will only take and use images and/or videos of preschool children:
· if required to do so as part of their work or course of study
· following the same guidelines/controls that apply to preschool staff (as described in this procedure)
· with written parent/carer authorisation that includes a description of how the child’s image or recording will be used (this will need to be a separate authorisation to the one in Appendix B and approved by the principal before being distributed to preschool families).  
· If these conditions are met, the preschool staff will share the image/s (taken on the school device) with the allied health professional or tertiary student via email or by providing access to the image/s within the file storage platform the preschool uses.
· Other workers in the preschool (for example, a person running an incursion, a contractor, tradesperson or volunteer) will not be permitted to take images and/or videos of children.
Maintaining children’s privacy and dignity
· Images and/or videos in which a child is identifiable are considered ‘personal information’ and will be treated accordingly.
· Images and/or videos of preschool children will only be accessed and used by school leaders and preschool staff (or an allied health professional or tertiary student in the circumstances set out in the above section). 
· Images and/or videos of children will maintain their privacy and dignity and not be controversial, offensive or inappropriate. Inappropriate images and/or videos include those taken in the bathroom or nappy change area or while a child is in a state of undress, sleeping, unwell, in distress, anxious, or demonstrating signs of dysregulation. 
· The preschool supervisor or principal will monitor school-issued devices and the storage platform where photo and video files are saved to confirm they are appropriate. 
· Staff will consider children’s security and privacy when displaying or publishing children’s images, particularly when using both a child’s photo and name together.
Using children’s images
· Images of children will be used by staff for educational purposes only, for example, displayed with annotations to demonstrate learning, included in a scrapbook or newsletter to highlight participation in an event, displayed on the preschool walls to illustrate a preschool ritual or routine or used within assessment and program documentation.
· Staff using images in assessment and/or program documentation will create this documentation within the application or platform the images are saved (for example, Google Drive) or communication application used by the preschool (for example Storypark or Kinderloop), removing the need for images to be downloaded onto a personal device.
· Images and/or videos of children will not be posted to personal social media accounts or published on any publicly available website (unless managed by the department or school and the parent/carer has given ‘permission to publish’).  
Staff accessing and using images from their home 
· Staff choosing to work at home on documentation that requires images will either work within the storage platform or communication application or borrow a preschool laptop to use, therefore avoiding the need for images to be downloaded onto a personal device or app.
Sharing images and/or videos with families
Staff will only share a child’s image and/or video with that child’s own family, unless the parent/carer has authorised for their image and/or video to be shared within group photos with other preschool families (using the form in Appendix B).
· Images and/or videos will be shared with families from cloud storage platforms or through online communication apps, rather than attached to an email, enabling access to be revoked if the image/s are inadvertently shared with the wrong person. 
The preschool is provided with an NSW DoE iPad to capture images of children. These images are uploaded to Storypark where only parents have access to images.
The preschool has a mobile phone which is used when away from the main preschool and primary school site to enable both image capturing and emergency communications.
Images are provided through Storypark login.

	5. Storage and destruction of images and/or videos of children 

	The following controls and restrictions apply to all images and/or videos that include identifiable children.
Storage of images and/or videos
· At least once a week the images and/or videos taken on a school device will be uploaded/transferred to one of the department’s secure, approved cloud storage platforms (for example, Google Workspace for Education or Microsoft Office 365) 
· Only school leaders and authorised preschool staff will be able to access the storage platform. If a staff member stops working in the preschool or school, their access will be revoked.
· Once uploaded, the images and/or videos will be deleted from the photo application on the device they were taken on.
· If required for an educational purpose, images and/or videos will be downloaded from the storage platform to a service-issued device, for example, a preschool computer.
· When using the storage platform and sharing files with one another, staff will follow the department’s guidance for storing and accessing personal information, including:
· ensuring any groups set up in Microsoft Teams are private
· regularly reviewing who has access permissions to storage platforms
· double-checking email addresses to ensure files aren’t inadvertently shared with the wrong person
· not sharing personal information (including images) unless absolutely necessary.
· All images and/or videos will be deleted form the storage platform where they are saved at the end of the school year. If a child leaves preschool mid-year, their images will be deleted after they unenrolled.
· Images are temporarily stored on NSW DoE servers for Ipads and mobile phones. Once images are downloaded onto Storypark, they are deleted from mobile devices. 
NSW DoE servers and Storypark are encrypted logins to prevent unknown access.  
The school principal is the only person authorised to add staff access. The ECT is the only person authorised to add families to the Storypark platform. 
· The school principal and ECT will check all devices have been cleared and no images remain on mobile devices.

	6. Manage-ment and use of school-issued devices and cyber-security
	Purchase and storage of school-issued devices
· If the school acquires new devices, these will be supported devices, purchased through EDBuy to ensure they meet the requirements of the department’s Cyber security policy.
· All school electronic devices will be stored in a secure area or lockable container, including when at a staff member’s home. 
· Any lost or stolen school-issued devices will be reported to the school principal who will notify EdConnect as soon as is practical.
Passwords, pass phrases and PINs
· School-issued devices with the capability will have a strong password, passphrase  or pin set and multi-factor authentication enabled, where available.
Department assessed and approved software
· The department provides access to secure, approved core software applications, for example, Microsoft Office 365, Google Workspace, Adobe Creative Cloud and Canva. This software has enhanced security and data management conditions that meet the standards required by the department.
· Any additional software chosen to be installed on school devices will have been approved and listed in the Online Learning Tools Marketplace catalogue.
Cybersecurity
· When using school devices, staff will use robust cyber security practices to reduce the risk of security threats and unauthorised access. This includes never sharing their username or password with others, using the access credentials of others, or leaving a device unlocked and unattended (source - Code of ethics and conduct.
· Staff will follow department advice on phishing and password hygiene, as described in I am cyber safe.
· Staff will report all cybersecurity incidents to the principal and EDConnect (1300 32 32 32) or EdConnect Online, as described in Reporting a security incident.
· Reportable incidents that may occur in the preschool setting include:
· sensitive information (for example, a child’s image) may be sent or disclosed to an unauthorised individual
· individuals copying files for an unauthorised purpose
· suspected computer viruses
· the theft or loss of a digital device. 
· Staff will maintain current cyber security awareness as well as report phishing emails and all suspected cyber security risks (Cyber security procedures).
· School-issued devices taken off the school site must not connect to public Wi-Fi.
· When prompted, any software or security updates will be installed.
Please note, professional learning related to cyber security is referred to in section 10.
Miscellaneous
· The department’s networks or devices will not be used to create, store or transmit information that is:
· subversive, illegal or unlawful
· sexually related, pornographic or offensive
· inconsistent with child protection policy, privacy laws or copyright 
Source - (Code of ethics and conduct).
· To avoid inadvertently adding a child’s location to an image, ‘geotagging’ will be turned off school-issued devices. To do this:
· on an iPhone or iPad – select Settings>privacy>location services>camera>never
· on an android device – open the Camera App and access the settings (gear icon), look for an option labelled ‘location tags’, ‘Save location’ or ‘Geo tags’ and toggle this option off.
· All NSW DoE issued devices have restrictions in place to ensure they are used appropriately and safely within the preschool environment. Children do not access to these devices. 
·  NSW DoE school IT manager is responsible for managing access to school devices. 
· Preschool devices are stored securely in the first aid cupboard.

	7. Identifying and responding to children experience-ing or at risk of abuse or maltreat-ment through digital technolo-gies and online environ-ments
	Identification of children being abused or at risk of abuse
· All department employees must successfully complete the department’s mandatory Child Protection Awareness Training (CPAT) on commencement and the Annual Competency Check (ACC) thereafter.
· This training notes that school-based staff working with children are in a good position to observe their safety, welfare and wellbeing. It also notes that a child may disclose that they are being mistreated to a trusted teacher or staff member. Disclosures may be verbal or non-verbal, accidental or intentional, partial or complete. A disclosure may occur in conversation or through drawing or artwork and might be about the child themselves, a friend or sibling.
· If needed, staff will access further information on the following webpages:
· NSW DoE – Indicators of abuse and neglect
· NSW DoE – Quality education and care and child safety go hand in hand (with particular reference to the section ‘Recognising and responding to inappropriate behaviours’)
· Bravehearts – Grooming-2025.
Responding to children and reporting incidents or allegations of abuse  
· If a child makes a disclosure or voices a complaint or concern about online child abuse, staff will respond following the guidelines described by the Department of Communities and Justice (DCJ), including:
· being calm and listening carefully and non-judgmentally
· letting the child tell their story freely and in their own way
· acknowledging how difficult it may have been to disclose and reassuring the child that it was the right thing to do. 
(source – If a child tells you about abuse)
· All staff and volunteers will understand and adhere to relevant child protection policies and guidelines. In summary:
· The Code of ethics and conduct policy sets out the expectations for all departmental employees, contractors and volunteers regarding their professional conduct, including their conduct at all times towards children and young people. In particular, the code stipulates that all staff have a responsibility to keep students safe and support their wellbeing. 
· The Child protection - responding to and reporting students at risk of harm policy sets out the responsibilities of all employees to report risk of harm concerns about children to their principal. 
· The Responding to allegations against employees in the area of child protection policy sets out the requirements of all staff to notify their principal of allegations or concerns about the conduct of other employees. The principal will report allegations of a child protection nature concerning an employee to Professional and Ethical Standards (PES) within one working day of receipt of the allegation.
· Following a report of concerns about suspected risk of harm, the principal will use appropriate tools to inform decision-making, for example, the online Mandatory Reporting Guide (MRG), the PES Reporter Guide, specialist advice (including from their DEL) and professional judgement.
· If the principal determines that concerns about the safety, welfare or wellbeing of a child constitutes a risk of harm, they will report these to the department’s Child Wellbeing Unit (CWU) on 1300 457 537. If the concerns are of significant harm, the principal will report to the Department of Communities and Justice (DCJ) Child Protection Helpline on 132 111.
· If a staff member is concerned that the principal has not reported a concern, that they believe has met the risk of significant harm threshold, they must report directly to the DCJ Child Protection Helpline on 132 111. In this instance, the staff member must keep the engagement number provided to them by DCJ as confirmation they have met their mandatory reporting responsibilities and notify their DEL that they have reported directly to Child Protection Helpline.
Additionally, if an incident or allegation relates to while the child was being educated and cared for by the preschool, a notification must be made to Early Learning within 24 hours (Regulation 176).
School leaders will regularly remind staff in team meetings and informally of the need to speak up if they see personal electronic devices being used to take images and/or videos of children, or service-issued electronic devices being used to take inappropriate images and/or videos.


	8. Optical surveillance devices (for example, CCTV) 
	Our preschool does not have CCTV installed. 
· If the principal chooses to install surveillance devices within our preschool premises, this will be in consultation with the School Security Unit and Early Learning and follow the requirements set out in the department’s CCTV - use of closed circuit cameras - Legal issues bulletin 41, LIB41.
· These requirements relate to cameras needing to be overt (visible and known to be in operation), required signage, written notice to staff and the school community, the application of privacy laws and the prohibition of surveillance in change rooms, locker rooms, toilets, showers and other bathing facilities. 
· Within the preschool setting, cameras will not be installed in areas where children’s clothing, pull-ups or nappies are changed.

	9. Supervi-sion, risk planning and children’s use of digital devices and online services 

	General supervision
All children will remain under the active supervision of the preschool staff at all times. To enable this:
· no preschool visitor or volunteer (non-staff member) will be left alone with a child
· no child will be removed from the main play area/s and be isolated 
· no child will be removed from the group to an area that is not within the line of sight of a staff member to work 1:1 with an allied health professional (for example, for an eye test or speech therapy). 
Supervision of children using devices and online services      
· Children using digital devices or accessing online environments will remain within line of sight of a staff member and be actively supervised. Preschool equipment and furniture will be arranged to enable and support this supervision.
· A child will not logon to a device using their own department credentials (described in following point) if their parent/carer has not given permission for them to ‘access online services provided by the department’ in their Application to enrol in a NSW public preschool.
· If a child is using a device connected to the internet they will logon to the device using their own simplified logon to ensure the department’s web filtering is active, restricting the child’s access to sites deemed inappropriate for a young child, harmful or illegal. 
· If not already enabled by default, devices accessed by children (for example, a laptop or tablet) will have parental controls and privacy settings enabled.
· Devices children are using will be connected to the school Wi-Fi (not a personal hotspot or public Wi-Fi) to ensure browser security and that the department’s network web filtering is active. 
· Children will only use devices and online services for an educational purpose, to support learning, wellbeing and educational outcomes, or as part of a reasonable adjustment (Digital devices and online services for students policy).
Risk planning
· As well as the indoor and outdoor physical environments, the preschool’s general environment risk assessment plan will refer to online environments.
The educational program supporting child safety online
· Our preschool teacher/s will utilise ‘teachable’ moments and planned learning experiences to develop the children’s online safety knowledge, skills and strategies, including:
· guiding children to ‘ask before they tap’ or do anything new on a device 
· discussing concepts of ‘being online’ and ‘the internet’  
· reminding children to seek help if they come across anything unexpected, or that makes them feel uncomfortable, scared, upset or unsafe while online. 
· As needed, our preschool teacher/s will refer to materials and resources developed by expert authorities, for example:
· Australian Government eSafety Commissioner – Early Years program for educators
· Australian Federal Police and the Alannah and Madeline Foundation - Educators - Playing IT Safe
· ABC Play School - Kiya's Excellent eBirthday.

	10. Communica-tion, induction, and professional learning  
	All staff, casuals, volunteers, tertiary students, visitors and families will be able to access a digital or hard copy of this procedure (along with all the preschool’s procedures), on request.
Communication with visitors, volunteers and tertiary students
The staff member liaising with and organising any visits into the preschool by external people (for example, an allied health professional, a tertiary student) will inform them of this procedure as it applies to them before they visit the preschool, noting key points, for example:
· They cannot carry or use a personal device in the preschool while they are working with a child/ren. 
· They must use a school-issued device to take images and/or videos of children. 
· Any photos and/or videos of children must be taken on a school device. If the individual needs a copy of an image for their work or course requirements, they will need to gain written consent from the child’s family to take and use the photo.
Induction – regular, ongoing preschool staff
· This procedure will be explicitly referred to and discussed as part of the induction of regular preschool staff.
· Staff will raise any questions they have with the preschool supervisor or principal about their role and responsibilities in relation to the safe use of digital technologies and online environments. 
· Each preschool staff member will sign a ‘master’ copy of this procedure to verify they have read, understood and will follow it (find verification in Appendix D).
Induction – other stakeholders   
· This procedure will be referred to in an annual preschool induction provided to the whole school staff, with key points discussed.
· When inducted into the preschool, casuals, volunteers and tertiary students will be informed about the key points in this procedure that relate to them.
Professional learning
· Within 3 months of commencing with the department, all employees will complete the mandatory Cyber Security and Data Breaches – School-based and ESS course. Thereafter, they must successfully complete the Annual Competency Check (ACC).
· In addition to this mandatory course, staff can choose to access further optional cybersecurity training and Handy tips to keep safe online.
· As required, to develop and maintain their knowledge to create and maintain a child safe culture when using digital technologies, teachers and educators will access: 
· Young Children in Digital Society
· eSafety Early Years program for educators
· Early Childhood Australia (ECA) learning hub - eSafety Professional Learning Modules.  

	11. Monitoring and review of this procedure
	Monitoring
Staff will support one another to implement this procedure with friendly verbal reminders of the practices.
If a staff member feels there is confusion about the implementation or interpretation of a practice described in this procedure, they will add it to the preschool team meeting agenda to be discussed and clarified by the preschool team.
Staff members will inform the preschool supervisor or principal if they have concerns that an individual is not following the department’s Code of ethics and conduct or deliberately not following this procedure.
The principal will identify any allegations of staff misconduct and report them to Professional and Ethical Standards (PES), using the PES Reporting Guide. 
Review 
As new information or guidance becomes available, the safe use of digital technologies and online environment will be included as an agenda item at team meetings. 
This procedure will be evaluated, reviewed and statements updated at least annually, with details of this review added to Appendix F.

	12. Communica-ting and sharing information with families
	Informing families about this procedure
· Preschool families will be informed of the preschool’s approach to taking, using, storing and the destruction of images and/or videos of children through the preschool’s usual communication channels, for example, at orientation information sessions, in the preschool family information booklet and informal opportunities as they arise. 
· Where required, the preschool will utilise Online interpreting services to support communication with families.
· If needed in communications with families, and as appropriate, staff can access and utilise content in Appendix C – Sample communications – Safe use of digital technologies procedure.
· Families will be informed if they:
· are volunteering in the preschool and working directly with children they cannot carry or use a personal device capable of taking images and/or videos
· join the preschool group for a special event or excursion they are not to take photos and/or video recordings of children other than their own
· publish photos and/or recordings captured at a preschool or school event or excursion, images and/or videos of other children must not be displayed (Source - Photographs and recordings).
· Families will be informed they can:
· report image-based abuse by following the advice on the eSafety Commissioner’s webpage 
· report child abuse to their local police station or Crime Stoppers on 1800 333 000, or if a child or young person is at risk of significant harm, call the Child Protection Helpline on 132 111.
Online communication tools (for example, ClassDojo, Kinderloop, StoryPark, Seesaw) 
· If the preschool chooses to use a third party online parent communication tool (or application), it will have been assessed by the department as ‘allowed’ or ‘use with caution’ (refer to AssessedIT - Application Assessments).  
· The preschool will seek guidance from Early Learning (earlylearning@det.nsw.edu.au) if they are currently using, or wish to use, an app that does not appear on the department’s AssessedIT list.
· The preschool will follow the advice in AssessedIT regarding if parent/carer consent is required to use the app. If parent consent is required, a form will be downloaded from within AssessedIT or a form manually created using the department’s Online applications parental consent letter and form. 
· If information around parent consent and/or legal and privacy obligations is required, staff will refer to advice in Online software applications and parental consent.   
· If an online application is used for communication with families, all families will have the option to ‘opt out’. In this situation, the preschool will ensure any communication and announcements shared in the app are also provided in an alternative format.
Supporting families with information and resources 
· Preschool staff will share appropriate information and resources with families to assist them to understand online safety issues, as appropriate, for example:
· eSafety Commissioner –  eSafety Parents, Parent resources - Children under 5 and Screen time | How much is too much?
· Raising children network - Online safety for children 2-5 years, Screen time: checklist for healthy use and Preschooler screen time: tips for balance.
· NSW ECEC Regulatory Authority -  Child safety in early childhood education and care.
· When speaking with families about child sexual abuse, preschool staff will be guided by the tips provided by ACECQA and Bravehearts – Having brave conversations: supporting families to prevent child sexual abuse.
Prompts to tailor, contextualise and add further detail to this procedure 
Instructions – As a preschool team, discuss and record responses to each of the following prompts. If a point is not considered relevant or applicable it can be deleted. If needed, add further statements and/or detail here to support the implementation of the procedure.
Our preschool uses StoryPark to share observations, photos and videos of children’s learning experiences. Families provide consent through a permission to publish authorisation during the enrolment process and are supported to access and use StoryPark as a part of their orientation to preschool.




Appendix A – Authorisation to carry and use a personal electronic device in the preschool for an essential purpose
About this form
Individuals (including staff members, allied health professionals, tertiary students and volunteers) providing education and care in public preschools must not carry and/or use a personal electronic device (for example a mobile phone or smartwatch) capable of taking images and or videos or storing or transferring digital files without the principal’s prior written authorisation. 
Exceptions for an essential purpose    
The principal, or their delegate, has the discretion to approve an individual carrying and using a personal electronic device while providing education and care in the preschool for an ‘essential purpose’. Approval must be sought in advance, must be provided in writing and must be for a stated period. In the circumstance an individual requires authorisation due to an ongoing personal health requirement or disability, the authorisation provided in this form should be monitored and reviewed at least annually. Essential purposes are defined as: 
· personal health requirement, for example, heart or blood sugar level monitoring 
· disability, for example, where a personal device is an essential means of communication   
· family necessity, for example, an ill or dying family member. 
Part A – to be completed by the individual to apply for authorisation
Name ………………………..………… Role in the preschool ………………………………..…………
Type of device …..…………………  Dates approval sought for (add dates) From …………….. till ………………..
I understand that I must not use my personal electronic device to take photos and/or videos whilst working with the preschool children. 
Signature ………………………………… Date of signing ………..……… 
Part B – to be completed by the principal or their delegate to provide authorisation
I verify the individual named above has discussed their personal circumstances with me and I am satisfied they have an essential purpose to carry and use their personal electronic device. I authorise them to carry and/or use their device for the dates specified above.
Name …………….……..…….. Signature ……………………..…………. Date ……………..……………
Following authorisation, the principal is asked to notify Early Learning and the preschool team that the individual identified at Part A has been authorised to carry and use their personal device while providing education and care. 
Appendix B  
Instruction – Copy and paste this content onto a school letter head. As this text has been approved by the department’s legal team, additional content/information or detail can be added, but none removed.
About this form
NSW public preschools prioritise every child’s safety and privacy. Our preschool has a procedure in place addressing the safe use of digital technologies and online environments. If you would like more information about the procedure or to read a copy, please ask our preschool teacher.
As part of this procedure, we are required to ask for your consent for school staff to take, use, store and publish photos and/or videos of your child while they are in the care of the preschool. 
Controls for taking photos and/or videos of the preschool children
· Only school owned, managed and monitored devices are used to take photos and/or videos of the preschool children.
· Our school staff make their best efforts to ensure any photos and/or videos taken maintain the privacy and dignity of the children. 
· Our school staff do not take photos of children in bathroom or toilet areas or while they are in a state of undress.
· School staff are not permitted to take photos and/or videos of preschool children on their own personal device/s or transfer digital files from a school device to their own device.
Withdrawing your consent
You can withdraw consent given on this form at any time by advising the school or preschool teacher. 
Accessing photos and/or videos of your child
The preschool may share some photos and/or videos of your child with you over the course of the year. You can request access to all photos and/or videos that have been taken of your child by speaking to the preschool teacher. 
Consent to take and use photos and/or videos of your child within the preschool setting
· Our school staff will take photos and/or videos of your child while they are in our care at the preschool in accordance with the Education and Care Services National Law and National Regulations. 
· Preschool staff may use your child’s image in their documentation of the preschool’s educational program and/or to document your child’s learning. 
Do you consent to the school staff taking and using your child’s photo and/or recording them in a video while they are being cared for by the preschool? Tick one option:
____ Yes, I agree.    
____ No, I do not agree.
Consent to share photos and/or videos of your child with other preschool families
· Photos of your child may be displayed within the preschool, for example, in a wall display or in the preschool entrance. This is to share information with all preschool families about the children’s activities and learning.  
· Preschool staff may take photos and/or videos that include a number of the preschool children, for example, during group learning activities, at special events or during excursions. 
· These group photos and/or videos may then be shared electronically or in hard copy with each of the families of the children included in the image.
Do you consent to the school staff sharing your child’s photo or video with other preschool families? Tick one option:
____ Yes, I agree.    
____ No, I do not agree.
Consent to store photos and/or videos of your child
· Our school staff are required to follow the department’s strict rules for storing photos and/or videos on a department approved and secure platform. 
· Any saved photos and/or videos of your child will be deleted at the end of the school year in which they were taken. 
Do you consent to the school staff storing your child’s photo or video recording? Tick one option:
____ Yes, I agree.    
____ No, I do not agree.
Consent to publish photos and/or videos of your child beyond the preschool setting
· When you completed the application to enrol your child in our preschool, you were asked to give or not give ‘permission to publish’. 
· This form now asks for you to confirm your consent for the preschool to publish and share photos and/or videos of your child beyond the preschool premises and current families. Your response in this section will update your response in your child’s enrolment application.
· The preschool/NSW Department of Education may publish information about your child for the purposes of sharing their experiences with other children, informing the preschool and broader community about preschool and child activities and recording child participation in noteworthy projects or community service.
· This information may include your child’s name, age, class and information collected at preschool such as photographs, sound and visual recordings of your child, your child’s work and expressions of opinion such as in interactive media.
· The communications in which your child’s information may be published include but are not limited to department websites, blogs and wikis, departmental publications including the preschool newsletter, information/orientation booklet and promotional materials and official departmental and school social media accounts on networks such as YouTube, Facebook and Twitter pages.
· You should be aware that when information is published on public websites and social media channels it can be linked to by third parties and may be discoverable online for a number of years, if not permanently. Search engines may also cache or retain copies of published information.
Do you consent to the publishing of information about your child in publicly accessible communications? Tick one option:
____ Yes, I agree.    
____ No, I do not agree.
 Signed by the parent or carer of ……..………………..……...…………..….. (child’s name).
Name ………...………..……..…..……. Signature ………….………..………………. Date …………………..… 


 

Appendix C – Sample communications – Safe use of digital technologies procedure 
NSW Public preschools are committed to child safety and wellbeing. Our preschool follows department policies and procedures related to Child Protection, Cyber Security, the use of digital devices. Our staff follow the department’s Code of Conduct and Ethics. 
Our preschool has a procedure in place for the safe use of digital technologies and online environments. Key practices described in this procedure are: 
· Staff providing education and care will not carry personal electronic devices capable of taking photos or recording videos (for example, a mobile phone or smartwatch) or devices capable of storing or transferring digital files.
· Photos and videos of preschool children will be taken on a school owned and managed device only, following strict controls around the use, storage and destruction of the images.
· You will be asked to give your written consent for our preschool staff to take, use, store and publish photos and/or videos of your child. 
· While at preschool, children will only use electronic devices or access the internet for educational purposes, or to support them if they have a disability.
· If a child is using an electronic device or accessing the internet while at preschool, they will be under the direct supervision of a staff member.
· Our preschool computers are connected to the department’s system and have appropriate privacy settings and internet filtering in place, ensuring children cannot access harmful webpages.  
· If you are volunteering in the preschool and working directly with the children, you must follow the same requirements as our staff and not carry a personal mobile phone or wear a smartwatch capable of taking photos or recording a video. 
· You can carry your phone when you bring your child to preschool or collect them.
· You can carry your phone when you come to preschool for a special event or attend a preschool excursion, but we ask that you not take photos or videos of a child other than your own. 
· You cannot publish photo/s or videos taken at a school or preschool event or excursion that include images of other people’s children (Source - Photographs and recordings).
· Child abuse can be reported by contacting a local police station or Crime Stoppers on 1800 333 000. If a child or young person is at risk of significant harm the Child Protection Helpline should be contacted on 132 111.
· Our preschool recommends these online safety webpages: 
·   
· Online safety for children 2-5 years | Raising Children Network
· Preschooler screen time: tips for balance.
If you have any questions or would like to view a copy of our preschool's procedure for the safe use of digital technologies and online environments, please speak to our preschool teacher/s or principal.

Appendix D – Staff verification that they have read, understand and will follow this procedure (for preschool teacher/s, SLSO/s and AEOs)
· I have read, understand and will follow this procedure. 
· I know where I can access a hard or digital copy of this procedure. 
· I understand that if I have any questions about the practices described in this procedure I can speak with my preschool supervisor or principal.
	Name 
	Signature 
	Date

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	





Appendix E – Safe use of digital technologies and online environments – Procedure summary 
Personal electronic devices
· Personal devices – Individuals (school staff, volunteers, tertiary students, allied health professionals etc.) providing education and care will not carry or use a personal digital device capable of taking images and/or videos (for example, a mobile phone or smartwatch) or a device capable of storing or transferring digital files while working directly with the preschool children.
· Storage of personal devices – The preschool team will determine the most appropriate and secure place for staff member’s personal phones to be stored within the preschool premises.
· Essential purposes – If an individual has an ‘essential purpose’ to carry and use a personal electronic device (defined as a personal health or disability or urgent family medical need) they will seek approval in writing from the principal.  
· Incidents and emergencies – Staff may use their personal mobile phone for communication purposes following an incident, in an emergency situation or if the school phone system is inoperable. 
· Outside the preschool premises – The principal has the discretion to authorise staff carrying their personal mobile phone/s (for communication purposes only) during an excursion, regular outing or transportation if the relevant risk assessment identified this is as necessary.
Taking and using images and/or videos 
· School-issued devices – Only school owned and managed devices will be used to take images and/or videos while providing education and care to the preschool children.  
· Appropriate – Images and/or videos taken will be appropriate, maintaining the child/ren’s privacy and dignity. Images and/or videos will not be taken in bathrooms or areas used to change children’s clothing or nappies. 
· Whole school staff – Staff taking images and/or videos of preschool children at whole school events will do so in accordance with the controls and restrictions documented in this procedure.  
· Parent authorisation – Written parent/carer consent is required before taking, using, storing or publishing a photo or video of a child (see Appendix B of the procedure).  
Storage and destruction of images and/or videos
· Storage– At least once a week, all images and/or video files will be uploaded from the device they were taken on (and then deleted from the device) to the secure storage platform the school uses.
· Transfer of files – Images and/or videos taken will not be shared or transferred to personal devices. Files can be downloaded to a school device if needed, but not a personal one.
· Destruction of files – All images and/or videos of preschool children will be deleted at the end of the school year in which they were taken.
· No identifiable children – If an image does not include an identifiable child, storage and destruction controls do not apply. 
Induction and monitoring
· Preschool induction – Induction provided (for new preschool staff, casual staff and the annual induction for whole-school staff) will refer to this procedure.
· Monitoring and file transfers – The preschool supervisor will regularly monitor devices and the digital storage platform used to ensure images and/or videos are appropriate and that files are not being transferred to personal devices.
· Concerns about staff conduct – Concerns about an individual not following the department’s Code of ethics and conduct and/or this procedure will be reported to the principal who will take action informed by the PES Reporting Guide. 
Management and use of electronic devices 
· Acquiring devices – Any new devices acquired will be ‘department supported’ devices, purchased through EDBuy.
· Cybersecurity – Staff will follow department guidelines to reduce the risk of security threats, including never sharing their username or password, following phishing and password hygiene advice, installing security updates and not connecting a school device to public Wi-Fi.
· Third party applications – Apps used to communicate with families and/or document learning and the educational program will only be used if the department has assessed them as ‘use with caution’ or ‘allowed’, as documented in AssessedIT.
Supervision and children’s use of digital devices and online services
· Supervision – The preschool’s supervision plan will refer to the active supervision of children using digital devices and online environments, noting they will remain within line of sight of a staff member while using them.
· No child left alone with a visitor – No child will be removed from the main group and isolated at any time or left alone with a visitor (including an allied health professional or volunteer). 
· Children’s use of devices – Children will only use devices and online services for educational purposes or as part of a reasonable adjustment.  
· Program – The educational program (both spontaneous and planned) will support children’s online safety knowledge, skills and strategies.
Miscellaneous
· Visitors and families – Individuals in the preschool who are not providing education and care can carry their phone, however they must not take photos of children other than their own.
· Telephone communication – If the preschool finds it necessary for staff situated in the outdoor play area to be in telephone communication with staff inside the preschool or school office, a school-issued mobile phone will be used. 
· Child protection – All staff will follow the Child protection - responding to and reporting students at risk of harm policy to identify and respond to children at risk of abuse.  
· Closed circuit television - There is currently no requirement for public preschools to install CCTV surveillance.
Appendix F – Record of procedure’s review
	Date of review
	18/08/2025

	Who was involved
	Alison Finlayson
Kimberley Kerr

	Key changes made and reasons why
	New Procedure Established

	Record of communication of significant changes to relevant stakeholders
	Principal: Alison Finlayson
Staff: Preschool staff as per term 3 staffing
Parents/Carers: hardcopy provided – new procedure.
Please note, parents and carers must be notified at least 14 days prior to a change that may have a significant impact on their service’s provision of education and care or a family’s ability to use the service.


Each time a review is completed, copy and paste a new table to record the details.
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